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DETAILED ACTION 

Priority 

1. Applicant's claim for the benefit of a prior-filed application under 35 U.S.C. 1 19(e) 
or under 35 U.S.C. 120, 121, or 365(c) is acknowledged. Applicant has not complied 
with one or more conditions for receiving the benefit of an earlier filing date under 35 
U.S.C. [1]as follows: 

The later-filed application must be an application for a patent for an invention that 
is also disclosed in the prior application (the parent or original nonprovisional application 
or provisional application). The disclosure of the invention in the parent application and 
in the later-filed application must be sufficient to comply with the requirements of the 
first paragraph of 35 U.S.C. 112. See Transco Products, Inc. v. Performance 
Contracting, Inc., 38 F.3d 551, 32 USPQ2d 1077 (Fed. Cir. 1994). 
The disclosure of the prior-filed application, Application No. 09/516,874, fails to provide 
adequate support or enablement in the manner provided by the first paragraph of 35 
U.S.C. 1 12 for one or more claims of this application. A couple of examples of 
unsupported materials are that the examiner found no reference to integrated circuits or 
accessories in the disclosure of 09/516,874. 

Specification 

2. The lengthy specification has not been checked to the extent necessary to 
determine the presence of all possible minor errors. Applicant's cooperation is 
requested in correcting any errors of which applicant may become aware in the 
specification. 
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3. The specification should also be amended to include the patent number of the 
application it claims benefit of. 

Claim Rejections - 35 USC §112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

5. Claim 3 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite 
for failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 3 recites the limitation "advance R to next in sequence" in line 22. There is 
insufficient antecedent basis for this sequence in the claim. 

Claim Rejections - 35 USC § 102 

6. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

7. Claims 1-3 and 5, as best understood, are rejected under 35 U.S.C. 102(b), or 35 
U.S.C. 102(e) if applicant can support the claim of priority, has being anticipated by 
Doljack, USPN 6,442,276. 
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With regard to claims 1 and 5, Doljack discloses a method of authenticating 
memory space of an authorized accessory of a device (column 1 lines 5-12), the 
method including the steps of: storing secret key, K1 (public/private keys) and K2 (hash 
function), in an integrated circuit of the device (column 4 lines 35-56) and in the memory 
space of the accessory (column 4 lines 57-62), generating a random number R (column 
5 lines 55-60) and a first parameter being a function of R using the key K1 
(public/private key) of the integrated circuit of the device (column 1 1 lines 9-15), calling 
a read function defined by the accessory using a second parameter being a function of 
R using the key K1 of the accessory (column 1 1 lines 15-19), and if the first and second 
parameters are equivalent (if the second parameter decrypts), calling a test function of 
the integrated circuit using a fourth parameter being a function of R using the key K2 of 
the integrated circuit device (column 1 1 lines 19-22), and returning a one if the third and 
fourth parameters are equivalent (column 1 1 lines 22-23). 

With regard to claim 2, Doljack discloses the test and read functions are one-way 
hashes (column 11 lines 19-23). 

With regard to claim 3, Doljack discloses advancing the random number to next 
in sequence when generating (column 2 lines 54-61). 

Claim Rejections - 35 USC § 103 
8. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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9. Claim 4, as best understood, is rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Doljack. 

With regard to claim 4, Doljack discloses the apparatus of claim 3, as disclosed 
above, including using a random number generator. Doljack does not specify any 
specific random number generator to use. The examiner takes official notice that using 
an LSFR is a common way to generate random numbers, especially ones that don't 
repeat, a stated motivation in Doljack (column 2 lines 54-61 ). Support for this official 
notice can be found in numerous references, including Gilham, USPN 4,757,532 
(column 6 lines 1-5). It would have been obvious for one of ordinary skill in the art to use 
an LFSR in Doljack to generate random numbers. 

10. Claims 1-5, as best understood, are further rejected under 35 U.S.C. 103(a) as 
being unpatentable over Ford et al. in Secure Electronic Commerce. 

With regard to claims 1 -3 and 5, Ford discloses a challenge response system in 
which a host sends a random number to an claimant (page 129 section b) and the 
claimant responds by hashing the number with a hash function (key). Ford does not 
disclose the host and claimant having duplicate keys, and performing the authentication 
twice. In re Harza, 274 F.2d 669, 671, 124 USPQ 378, 380 (CCPA 1950) shows that 
duplicating a part for a multiple effect would be obvious to one of ordinary skill in the art. 
The examiner further takes official notice that making the claimant responsible for two 
keys would help prevent birthday attacks on the host. It would have been obvious for 
one of ordinary skill in the art to perform the method of Ford twice to increase security. 
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With regard to claim 4, Ford discloses the apparatus of claim 3, as disclosed 
above, including using a random number generator. Ford does not specify any specific 
random number generator to use. The examiner takes official notice that using an LSFR 
is a common way to generate random numbers, especially ones that don't repeat, a 
stated motivation in Ford (page 129 section b lines 6-8). Support for this official notice 
can be found in numerous references, including Gilham, USPN 4,757,532 (column 6 
lines 1-5). It would have been obvious for one of ordinary skill in the art to use an LFSR 
in Ford to generate random numbers. 

1 1 . Claims 1 -5, as best understood, are rejected under 35 U.S.C. 103(a), as being 
unpatentable over Schneier, USPN 6,099,408. 

With regard to claims 1-3 and 5, Schneier discloses a method of authenticating 
memory space of an authorized accessory of a device (column 1 lines 55-64), the 
method including the steps of: storing secret key, K1 (hash function), in an integrated 
circuit of the device (column 1 1 lines 22-24) and in the memory space of the accessory 
(column 11 Iines18-21), generating a random number R (column 11 lines 18-21) and a 
first parameter being a function of R using the key K1 (hashing R) of the integrated 
circuit of the device (column 1 1 lines 1 8-21), calling a read function defined by the 
accessory using a second parameter being a function of R using the key K1 of the 
accessory (column 11 lines 22-24), and if the first and second parameters are 
equivalent returning a one if the third and fourth parameters are equivalent (column 1 1 
lines 24-26). Schneier does not disclose the host and claimant having duplicate keys, 
and performing the authentication twice. In re Harza, 274 F.2d 669, 671, 124 USPQ 
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378, 380 (CCPA 1950) shows that duplicating a part for a multiple effect would be 
obvious to one of ordinary skill in the art. The examiner further takes official notice that 
making the claimant responsible for two keys would help prevent birthday attacks on the 
host. It would have been obvious for one of ordinary skill in the art to perform the 
method of Schneier twice to increase security. 

With regard to claim 4, Schneier discloses the apparatus of claim 3, as disclosed 
above, including using a random number generator. Schneier does not specify any 
specific random number generator to use. The examiner takes official notice that using 
an LSFR is a common way to generate random numbers, especially ones that don't 
repeat, a stated motivation in Ford (page 129 section b lines 6-8). Support for this 
official notice can be found in numerous references, including Gilham, USPN 4,757,532 
(column 6 lines 1-5). It would have been obvious for one of ordinary skill in the art to use 
an LFSR in Schneier to generate random numbers. 

Conclusion 

1 2. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jacob Lipman whose telephone number is 571-272- 
3837. The examiner can normally be reached on M-Th 7 AM-3 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gregory Morse can be reached on 571-272-3838. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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